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Instructions for using the Authenticator
App to Log in to FACA Database

Before you can use the Authenticator app to login to the FACA Community, you
must:

e Ensure that your mobile number is registered in the system by following the
steps below in screenshots:
1. Navigate to the home page
2. Click on your name in upper right corner

M Agencies/Committees View Reports  Bulk Upload

DFO User

Welcome to the GSA Federal Advisory Committee Act (FACA) Database

The Federal Advisory Committee Act (FACA) database is used by Federal agencies to continuously manage an average of 1,000 advisory committees government-

Contact Us wide. This database is also used by the Congress to perform oversight of related Executive Branch programs and by the public, the media, and others, to stay
abreast of important developments resulting from advisory committee activities
heip.faca@gsa gov

Although centrally supported by the General Services 's Committea , the database represents a true "shared system” wherein
aach narticinatinn anancy and

and individual committas mananar has rasnonsihility for nenviding accurate and imaly infarmation that mav ha usad th assurs that the

3. Select Edit Contact Info in dropdown menu

Logged in as Karen Abraham-Burrell (karen.abraham burrell@Ida.hins.0ovs g cottings

Edit Contact Inf

[— Logout
(ZYU S agenciesiCommittees View Reports  Bulk Upload

4. Enter your mobile phone number as shown below:

Edit Contact Information

About Contact
* Email Employees w Work Phone Employees » |i
Mobile Phone Employees « |4 Fax Employees « |
Street Address Employees ~ |i
y
City Employees = |i State/Province Employees = |i
Zip/Postal Code Employees « Country Employees

Save All | Cancel

5. Save All

e Download and install the Authenticator (Microsoft Authenticator or Google
Authenticator recommended) application on your mobile device.



https://support.logmeininc.com/lastpass/help/microsoft-authenticator-lp030022
https://support.google.com/accounts/answer/1066447?co=GENIE.Platform%3DAndroid&hl=en
https://support.google.com/accounts/answer/1066447?co=GENIE.Platform%3DAndroid&hl=en

FACA Database - Login Using Authenticator App

Navigate to the FACA Login Page
1. Enter your User Name and Password.
2. Click the Username Login button.

FACADatabase.gOV Agencies/Committees  Gov't-wide Reports Datasets Search Help  Contact Us

Home / Login

« To receive a user account, please contact your Committee Management Officer

= By accessing the system, you agree to adhere to the FACA Database Rules of Behavior

General User Login

To use OMB MAX.gov
MAX Login
-OR-

To use your FACA username and password

a callen@uscer.gov.geofl2dvp

Forgot Your Password?

The Confirm your Identity screen displays as seen below:

How would you like to confirm your identity?
Method | T Email me

®  Authenticalor App

Google Authenticator is the most compatible authenticator for GSA Applications
I
+ Apple iPhone / iPad: hitps:/filunes. apple.com/us/app/google-authenticator/id3884576057mt=8
« Google Android:  https://play.google.com/store/apps/details?
id=com.google android_apps. authenticator2&hl=en

MNext



. On the Confirm your Identity screen above, click the Authenticator App
option.

. Once this is selected click the Next button on the lower right corner of the
square.

. The Add a Time-Based token screen will display as seen below:

Add a Time-based Token

Download the authenticator mobile device, scan the QR code, then enter the token.

Token "51 nga

Previous Next

. Onthe Add a Time-Based token screen, use the Authenticator app on your
mobile device to scan the QR code. This will link (register) your User ID with
the Authenticator app. A new token is generated by the Authenticator app
each time and is time sensitive.

. Enter the token and and click the Next button. The FACA Home Page should
be displayed.
Note: the QR code needs to be registered only during the first use.

. Subsequent log-ins will only require verification code on the app to access
the FACA Database.



Enter Time-Based Token

Enter the token from the authenticator app on your mobile device

Having trouble?

If you can't access your authenticator app, contact your administrator to reset your key.

Next

9. FACA Database home page will be displayed as shown below:

FACA Logged in as
Search... Search -
£ Switch to Lightning Experience FACA -

O FACA Home Agencies/Committees View  Gov't-wide Reports Reports  Score300 User/Group Assignments  Messages + -

CMS Administrator

Contact Us

help.faca@asa.gov

Upcom'mg

There are no upcoming
events to display.



Instructions for Using the Authenticator
App to Reset Your Password in the FACA
Database

1. Click on Forgot Your Password

General User Login

To use OMB MAX.gov

MAX Login

-OR-

To use your FACA username and password

I s Username®*

[ a8 Password*

Forgot Your Password?




FACA

Forgot Your Password

To reset your password, enter your username.

Username

2. Once the password has been reset for a user, the system will auto-generate a
password reset link and email the user. Click the password reset email link in
the email as displayed below:

Sandbox: Your new FACA password Inbox x

FACA <noreply@gsa.gov> 2:45 PM (54 minutes ago)
tome =

Hi Lynette,

Your password has been reset for FACA Go to:

Thanks,
GSA Government Engagement Org

3. On the Confirm your Identity screen, click the Authenticator App option.



How would you like to confirm your identity?

Method | O Email me
@® Authenticator App

Google Authenticator is the most i i for GSA

« Apple iPhone / iPad:  https:/iitunes.apple.comiusiapp/google-authenticator/id3884976057mt=8
7

« Google Android:  https://play.google.cc pp:
id=com.google.android.apps.authenticator2&hl=en

4. Click the Next button. The Add a Time-Based token screen is displayed as
seen below:

Add a Time-based Token

Download the authenticator mobile device, scan the QR code, then enter the token.

Token || 680832

5. Onthe Add a Time-Based token screen ( This is the image displayed above),
use the Authenticator app on your mobile device to scan the QR code. This
will link (register) your User ID with the Authenticator app. A new token is
generated by the Authenticator app each time and is time sensitive. Enter the
token and and click the Next button. The Change Your Password screen is
displayed.




Note: the QR code needs to be registered only during the first use.

6. This will lead to the Change Your Password screen, type in the New

Password and Confirm New Password fields, and click the Change
Password button.

salesforce

Change Your Password

Enter a new password for

Your password must
have at least:

8 characters
1 letter

1 number

* New Password

* Confirm New Password

7. FACA home page will be displayed as shown below

EACA

Search... Search =
L3 Switch to Lightning Experience FACA -

User/Group Assignments Messages + =

e Agencies/Committees View  Gov'twide Reports  Reports  Score300

CMS Administrator

Contact Us

help faca@agsa gov

There are no upcoming
events to display.

Home




